
Cyber Incident Scenario
Exercise Evaluation Guide:

Name of Exercise: 2026 California Statewide Medical and Health Exercise
Jurisdiction or Organization: 
Location: 
Date: 
Evaluator: 
Evaluator Contact Info: 

	Inject#
	Task /Observation Keys
	Time of Observation/ Task Completion 

	1
	StartEX: (Scenario)
THIS IS AN EXERCISE. Your facility is operating on a normal weekday schedule. Patient volumes are typical for this time of year, and all departments are functioning with full staffing. No major external events or emergencies are occurring in the region. The organization’s electronic medical record (EMR), clinical systems, and communication platforms are all online. Shortly after shift change, staff in several departments begin reporting minor but unusual technical issues. A few nurses mention that the EMR is taking longer than usual to load patient charts. A physician notes that radiology images are intermittently failing to display. The pharmacy help desk receives a call about an automated dispensing cabinet that is unable to authenticate. These issues appear isolated at first, but they begin to increase in frequency. The IT help desk logs a growing number of tickets describing slow systems, frozen screens, and unexpected pop‑ups. 

IT security analysts identify suspicious outbound traffic from a workstation in the emergency department and confirm that ransomware is spreading laterally across the network. They recommend immediate containment actions, including isolating affected segments and shutting down nonessential systems. THIS IS AN EXERCISE 

Activities: Does your facility have instructions on how to contain an intrusion? How are these instructions distributed? 
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 


	2
	What are your initial response actions and priorities if systems begin to be affected by a cyber attack?  Identify initial objectives and goals for organizational response, including how they will collect information on how widespread these impacts may be across the facilities.


Activities: Discuss the questions above as a group and evaluate response based on current response plans and processes. 
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 



	3
	EOC/DOC/HCC Activation Decision (Optional): Discuss when in this scenario the EOC/DOC/HCC would be activated; and/or which plans would be activated. 

Activities: Discuss topics above. Update the agency’s activation status on ReddiNet and/or Email the SimCell your activation status. If decision to activate is made, alert staff of the activation and response actions. 
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 



	4
	EOC/DOC/HCC Activation of Staff (Optional): "You have been directed to report to the [Emergency Operations Center / Department Operations Center / Hospital Command Center] ASAP. Please check in with the Planning Section Chief to receive your assignment and job action sheet describing your role." If activating your Command Center, notify staff of the activation and assign roles and responsibilities to staff that align to your ICS/HICS structure.

Use HICS FORM 207

Activities: If activating your Command Center, notify staff of the activation and assign roles and responsibilities to staff that align to your ICS/HICS structure.
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 



	5a
	EOC/DOC/HCC Activation - Notifying Staff & Partners (Optional): If activating your EOC/DOC/HCC, notify your response partners of your activation and how they should communicate with your operations center. Also notify your own staff (those not activated) that the EOC/DOC/HCC has been activated and where they should report information to.

Activities: Notify staff and the Simcell (partners) of your activation status and how they should communicate with your command center. Notify general staff (not activated) of the situation and activation status.  
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 



	5b
	Cyber Insurance Notification - At what point will you notify your insurance company of a potential incident. Do you know the process you should take upon notifying them of an incident?

Activities: Does the agency know its insurance policy’s stepulations? Review Insurance policy for intructions and expectations following a system intrusion.
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 



	6
	Bed Polling / Status Update Request: OCHCA-EMS will request healthcare partners fill in required bed polling surveys (if applicable) and/or provide a situation status update on anticipated impacts of the coordinated cyberattack; including how long they can maintain current operations without access to critical systems. If not using ReddiNet, Fill out the Situation Status Report and send it back to the Simulation Cell. 
Activities: All participating facilities should complete required bed polling surveys and/or situation status report summaries to inform HCC/EOC/DOC's and County’s EOC of common operating picture.
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 



	7a
	Provide instructions to your employees on what actions to take (disconnect computers, change passwords, shut down, etc.) if they suspect their computer maybe compromised.
Activities: Discuss what the agency will instruct its staff to do. How will you communicate the instructions across the agency?  
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 



	7a
	Pharmacy automated dispensing cabinets begin malfunctioning; authentication fails. Do clinical teams initiate manual medication dispensing logs?
Activities: Manual override procedures initiated. Paper MARs prepared for distribution. Communication to all units about medication workflow changes.
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 



	8
	Scenario Update: Scenario Update: Leadership announces that the EMR and several connected clinical systems are compromised and must be taken offline. All departments are instructed to initiate downtime procedures.
Paper charting packets are distributed. Nurses shift to handwritten medication administration records. Providers begin writing orders manually. Lab and imaging requisitions must now be completed on paper and hand‑carried. Automated dispensing cabinets require manual override. Lab instruments can run tests, but results cannot be transmitted electronically. Teams must manage care using only manual workflows and with limited access to historical patient information.

Activities: What does your facility need to do to prepare for such scenario. Is there Just In Time Training procedures for those systems described above?  
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 



	9
	Lab instruments can run tests but cannot transmit results electronically. How are results communicated to providers? How is accuracy ensured without electronic verification?

Activities:
· Printed or handwritten results delivered by runners.
· Manual double checks implemented.
· Documentation on paper charts.
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 


	10
	Email Vulnerability (Optional) Internal email and messaging systems become unreliable. What alternative communication methods are used? How do departments maintain situational awareness?

Activities: 
· Use of radios, overhead paging, and runners.
· Establishment of a physical incident command post.
· Regular in person briefings.
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 


	11
	Medical Surge Personnel (Optional): If your facility is receiving a potential surge of patients (or potentially receiving patients from another impacted facility) - discuss and test activation of surge personnel. Who can be activated to support surge? How quickly can they be activated? How are they assigned?
Activities: Discuss and/or test activation of facility-specific medical surge protocols, including the activation of surge personnel, notifications, assignment of roles, and communication with internal staff regarding potential impacts.
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 


	12
	Patient Evacuation and/or Relocation (Optional): If your facility is planning on closing operations and needs to evacuate or relocate patients - discuss and test patient evacuation and/or relocation plans. How are patients being appropriately evacuated and/or placed in a new facility? What information needs to be communicated about each patient to the receiving facility? How can your staff follow up on those patients for future reconstitution? 

Activities: Discuss and/or test activation of facility-specific evacuation plans and/or patient relocation protocols, including activation of surge staff, identification of necessary documentation and reporting to receiving facilities, and planning for reconstitution when your facility returns to normal operations.
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 



	13
	Falck has been notified of system outages. County EMS will coordinate patient diversion to unimpacted medical facilities. County EMS will send a Situational Status Report to all facilities of the current situation.


Activities:When the Situational Report is received, make sure all information is correct. If any of the information is incorrect, contact SimulationCell01@gmail.com to correct the information. County EMS will send out a corrected report. 
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 



	14
	Resource Request Submittal: Your team should prepare to submit at least 1 resource request to the activated EOC/DOC/HCC per instructions provided by OCHCA. Discuss as a team what resources you would like to request, then fill out a resource request and submit. 

Activities: Each participating agency will submit at least 1 Resource Request to the HCC/EOC/DOC as directed. (Additional resource requests can be submitted as desired)
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 



	15
	Medical Surge Triage (Optional): If your facility is testing receipt of a surge of patients, discuss/test how your personnel would triage incoming patients. 

Activities: Discuss and/or test activation of facility-specific medical surge plan; including triage protocols and crisis standards of care.
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 



	16
	Scenario Update: As IT continues containment efforts, analysts determine that protected health information may have been accessed. Leadership must notify federal partners, including the FBI and DHS, and coordinate with state health authorities. These agencies request preliminary details, indicators of compromise, and an assessment of operational impacts.


Activities: Notify County EMS to notify Federal Partners. At what point in this scenario will the County make the notifications. 
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 



	17
	Impacts Status Update Request: OCHCA-EMS will request healthcare partners provide a situation status update on current impacts to their facility. If not using ReddiNet, Fill out the Situation Status Report and send it back to the Simulation Cell. Simcell01@gmail.com


Activities:  All participating facilities should complete required bed polling surveys and/or situation status report summaries to inform HCC/EOC/DOC's common operating picture.
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 



	18
	News Request (Optional): The facility’s public information officer receives a call from a local news outlet claiming to have information about the coordinated cyber attack and asking for comment.


Activities: Coordinate with the PIO to develop a statementabout the situation and the facilities response within 30 min 
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 



	19
	Systemwide Impact : Multiple facilities in OC are reporting similar issues which is reported on a system leadership call. How does the organization coordinate across sites? Are additional containment measures needed?
Activities: 
· System wide incident command activated.
· Cross facility communication established.
· IT expands containment and investigation.
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 



	20
	Not Enough Paper Charts or Documents: A unit reports: “We only have enough paper charting packets for half the patients.” 
Activities: Evaluate backup storage locations and redistribution plans. Supply chain must assess ability to print or distribute more materials.
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 



	21
	Vendor Access Failure: A vendor essential for medications or linen services reports: “We cannot access your ordering portal and cannot fulfill your request.”
Activities: Evaluate redundant methods of supply ordering (phone, fax, email alternate domains).
Assess whether the facility has emergency or pre‑arranged vendor contacts during outages.
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 



	22
	Scenario Update (Time Jump - 48 Hours Later): The FBI has identified the source of the coordinated cyberattack and resolved the threat; normal systems are coming back online and should be up and running within the hour. How would you go about transitioning back into system login, activation, and treatment flow?
Activities: Participating agencies should spend some time here discussing demobilization and return to normal operations, including demobilization triggers, staff, debriefing, return of resources, documentation, etc.
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 



	23
	Patient Repatriation (Optional): For facilities testing patient surge / relocation; discuss what would happen when normal operations resume and all patients can return. How would patient repatriation be initiated?
Activities: Discuss initiation of patient repatiration procedures; identify when this would occur in the timeline after normal services and systems are back online.
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 



	24
	Behavioral Health: Behavioral Health: What behavioral health needs do you anticipate for your staff in a large-scale incident such as this one? How would you account for staffing shortages due to being overworked? What services can you provide to ease the burden?

Activities: Discuss possible behavioral health resources and how your agency would account for possible staffing shortages.  
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 



	25
	Notifications: Notify staff, patients, and visitors that systems have been restored and they can resume normal operations. Provide 3 strengths and 3 areas for improvement for your facility. Have players complete the Participant Feedback forms. END OF EXERCISE
Activities: Send Francisco@tandemsolutionsusa.com a list of strengths and areas for improvement that will be included in the overall After Action Report. Have staf complete the Participant feedback forms and provide copies.
	Time Inject Received: 
Time Observesed: 
Task Completed?
Fully [     ]    Partially [    ]    Not [     ]     N/A [     ]     
Notes: 











Exercise Evaluation Guide Analysis Sheets

The purpose of this section is to provide a narrative of what was observed by the evaluator/evaluation team for inclusion within the draft After Action Report/Improvement Plan. This section includes a chronological summary of what occurred during the exercise for the observed activities. This section also requests the evaluator provide key observations (strengths or areas for improvement) to provide feedback to the exercise participants to support sharing of lessons learned and best practices as well as identification of corrective actions to improve overall preparedness.

Observations Summary
Write a general chronological narrative of responder actions based on your observations during the exercise. Provide an overview of what you witnessed and, specifically, discuss how this particular Capability was carried out during the exercise, referencing specific Tasks where applicable. The narrative provided will be used in developing the exercise After-Action Report (AAR)/Improvement Plan (IP). 

[Insert text electronically or on separate pages]

Evaluator Observations: Record your key observations using the structure provided below. Please try to provide a minimum of three observations for each section. There is no maximum (three templates are provided for each section; reproduce these as necessary for additional observations). Use these sections to discuss strengths and any areas requiring improvement. Please provide as much detail as possible, including references to specific Activities and/or Tasks. Document your observations with reference to plans, procedures, exercise logs, and other resources. Describe and analyze what you observed and, if applicable, make specific recommendations. Please be thorough, clear, and comprehensive, as these sections will feed directly into the drafting of the After-Action Report (AAR). Complete electronically if possible, or on separate pages if necessary.


Strengths

Observation 1:
	Observation Title:

	

	Related Activity:

	

	Record for Lesson Learned?
	(Check the box that applies) Yes ___ No ___ 


	1) Analysis: (Include a discussion of what happened. When? Where? How? Who was involved? Also describe the root cause of the observation, including contributing factors and what led to the strength. Finally, if applicable, describe the positive consequences of the actions observed.)
	

	2) References: (Include references to plans, policies, and procedures relevant to the observation) 

	

	3) Recommendation: (Even though you have identified this issue as a strength, please identify any recommendations you may have for enhancing performance further, or for how this strength may be institutionalized or shared with others.)

	





Observation 2:
	Observation Title:

	

	Related Activity:

	

	Record for Lesson Learned?
	(Check the box that applies) Yes ___ No ___ 


	1) Analysis: 
	

	2) References: 

	

	3) Recommendation:

	



Observation 3:
	Observation Title:

	

	Related Activity:

	

	Record for Lesson Learned?
	(Check the box that applies) Yes ___ No ___ 


	1) Analysis:
	

	2) References:
	

	3) Recommendation:
	




Areas for Improvement

Observation 1:
	Observation Title:

	

	Related Activity:

	

	Record for Lesson Learned?
	(Check the box that applies) Yes ___ No ___ 


	1) Analysis: (Include a discussion of what happened. When? Where? How? Who was involved? Also describe the root cause of the observation, including contributing factors and what led to the strength. Finally, if applicable, describe the positive consequences of the actions observed.)
	

	2) References: (Include references to plans, policies, and procedures relevant to the observation) 

	

	3) Recommendation: (Even though you have identified this issue as a strength, please identify any recommendations you may have for enhancing performance further, or for how this strength may be institutionalized or shared with others.)

	





Observation 2:
	Observation Title:

	

	Related Activity:

	

	Record for Lesson Learned?
	(Check the box that applies) Yes ___ No ___ 


	1) Analysis:
	

	2) References:
	

	3) Recommendation:
	



Observation 3:
	Observation Title:

	

	Related Activity:

	

	Record for Lesson Learned?
	(Check the box that applies) Yes ___ No ___ 


	1) Analysis:
	

	2) References:
	

	3) Recommendation:
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